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The Research and Development
of Anti-missile Systems for
Commercial Airliners

Hui-Min Wu

British police smashed a plot of blowing off several
U.S.-bound commercial passenger jet airliners on 10
August 2006. The terrorists attempted to stage a suicide
attack by using “liquid bomb” which are difficult to detect.
Fortunately, the police have broken the conspiracy timely
to prevent a disastrous tragedy which may be more
serious than 9-11 attacks.

The September 11 suicide attacks in 2001 are still
lingering freshly in people's memory today in which the
terrorists hijacked commercial airliners and flew into their
targets with success. As a result, various anti-terrorism
measures for commercial airliners are adopted, such as
filtering the lists and identity of passengers, screening
check-in luggage and carry-on baggage (including liquid
and jelly-like material), strengthening the door to flight
deck and using password locks, installing cabin video
cameras, pilots armed with weapons for self-defense,
carrying armed security personnel, etc. All these
measures have caused operational inconvenience and
significant time delay, at the expense of extra operation

costs.

The Threats of Shoulder-
launched Missiles

However, in addition to the means of hijacking,
detonating explosives and aircraft crashing, terrorists
may also resort to ground attacks to achieve their goals.
The attacks by using ground-to-air shoulder-launched

missiles remain to be the most difficult challenge in

terms of prevention so far, as there have been multiple
countries that are capable of producing this kind of
missiles which are innumerable to count and their price
are relative low; a conservative estimate shows that
there are more than 20,000 missiles in the black arms
markets, at a cost of a few thousand U.S. dollars each. It
is hard to control the supply sources. On top of it, the
features of shoulder-launched missiles —simple
launching skills, light weight (10-35 pounds), one -man
operation, and easy hideaway —make it very difficult to
defense.

The Federal Aviation Administration (FAA), USA,
made an analysis in the aftermath of 9-11 terrorists
attacks which pointed out that though U.S. commercial
aircraft have never been attacked by shoulder-launched
missiles, there have been 35 commercial aircraft
attacked in other regions of the world since 1970, and 24
of them were crashed and more than 500 people killed.
Therefore, the U.S. should take prevention measures at
any cost to actively research and develop efficient anti-
missiles defense systems for commercial airliners.

Israel is also one of the countries facing terrorism
threats. In November 2002, an Israeli Boeing 757
commercial passenger airplane was attacked by two SA-
7 shoulder-launched missiles fired by al-Qaeda terrorism
organization. Fortunately, all of the 250 passengers
onboard were safe as the aircraft successfully made a
force landing. Israel has even since started its anti-

missile system research and production programs.
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Research and Development of
Anti-missile Systems

In general, the guidance systems of a missile fall
into three classes: (1) infrared homing seeker; (2) semi-
active radar guidance seeker; and (3) active radar
homing seeker known as 'fire-and-forget'. When an
attacking missile is detected, the countermeasures that
an aircraft can take include: first, deploying flares to
misguide the missiles equipped with infrared homing
seeker; second, applying chaffs to interfere the attacking
missiles equipped with semi-active radar and active
radar homing seeker. When taking these countermeasures
during flight, the aircraft is supposed to launch both
decoys because the detecting radar can't distinguish the
third

countermeasure action would be primitive, using pilots'

categories of attacking missiles. The

visual capability to evade the threats by making a sharp
move and changing flight path.

With regard to anti-missile systems for commercial
jet airliners, the related technology is not a problem,
because the military aircraft's anti-missile systems have
been well full-fledged and employed for many years.
Unlike commercial airliners which would only face
surface-to-air missile threats when flying in low altitude,
the military aircraft has to take into account the long
range and high altitude threats posed by surface-to-air
missiles as well as the threats from air-to-air missiles.
The only restriction to the commercial airliners is that
they are not able to take an abrupt move to change their
flight path.

An observation of the research and development of
U.S. and Israel anti-missile systems will be helpful to
know further how the military technologies are employed
on commercial airliners. The common features of both
countries' anti-missile systems are adopting automatic
detection, and emitting laser beam or launching flares.
The pilots have no need to operate systems and
exercise any evading move. In short, the pilots need not
to receive any training at all as long as the anti-missile

systems are installed on the commercial airliners.

Flight Guard System Tests

Israel's anti-terrorism strategy has been most
aggressive, as the fact that it develops the Flight Guard
system entirely on its own manifests. The Flight Guard
system installed on the aircraft can detect an incoming
missile equipped with infrared homing seeker and
automatically launch flares to misguide the missile and
fail its attacking.

Israel Airlines successfully installed Flight Guard
anti-missile systems on its passenger jet airliners on 15
February 2006, becoming the first commercial airliners of
the world to install anti-missile systems, to prevent
increasing threats of terrorism activities against Israel
commercial airliners.

Currently, five systems have been installed on
Israel commercial airliners for testing. If the testing ends
up with success, 29 airliners more will install such
systems. Estimatedly, each system will cost about US$1

million.
Guardian System Testing

The U.S, Department of Homeland Security
appropriated US$45 million to Northrop Grumman
Corporation in 2004 to research and modify military anti-
missile systems for use on commercial airliners. The
detector of this anti-missile system, named Guardian, is
located at the end of fuselage belly. When an attacking
missile is detected, the aircraft will emit laser beams to
confuse the infrared homing seeker of the missile, hence
avert a threat.

The testing of guardian systems started first in 2005
on a grounded Boeing 767 passenger airliner of
American Airlines to conduct wiring installation tests, and
on two commercial airplanes, one passenger airliner of
Northwest Airlines and one cargo plane of Federal
Express, to conduct flight tests.

A Federal Express cargo plane MD-10 completed
Guardian anti-missile system for the first time at Los
Angeles International Airport on 16 January 2007; this is
the beginning of a series of tests. There will be nine

Federal Express cargo planes to conduct flight tests by
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March 2008. If all tests are qualified, the costs of each
laser anti-missile system are estimated to be US$1
million. The total purchase costs will amount up to US$ 7
billion when considering the total number of 6,800

commercial aircraft of USA.

The Predicaments Commercial
Airliners Face in Anti-missile
Measures

Though Israel has reiterated the reliability of
Guardian system, releasing flares in low altitude can be
hazardous to facilities adjacent to airfield, especially the
large fuel tanks, refueling vehicle, and the airplanes on
ground, if the flares have not burnt out to ashes before
they fall to ground. Therefore, the European Union has
not approved the commercial airliners equipped with
Flight Guard system to land on its airfields.

In USA, though it encourages the research and
development of anti-missile systems for commercial

airliners, the Bush Administration is doubted about the

laser beams and flares as they can only counter SA-7
Grail missile equipped with infrared homing seeker, but
not missiles with radar guidance seeker, such as Stinger.
Therefore, establishing airfield area anti-missile defense
is currently considered as an alternative.

The threats from shoulder-launched missiles have
increasingly become an uneasiness in civil aviation
business, but an all-out installation of anti-missile
systems on commercial airliners may take several years.
Furthermore, in view of current research and
development of anti-missile systems, the reliability of
installing military anti-missile system directly on
commercial jet airliners remains to be verified. However,
it is not a problem in terms of technology, but the
purchase costs itself is an immense burden while the
follow-on maintenance costs is to be included
additionally. In conclusion, the predicaments the

commercial airliners are facing in countering missile

threats need to be solved one by one. =+
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